Using S/IMIME Certificates for Emails

This tutorial will explain how to
e create a personal certificate using Thawte.com;
e install a personal certificate from Thawte to Internet Explorer and Outlook;
e setup Outlook for automatic certificate signature; and export a certificate.

1. Creating a personal certificate with Thawte.com.
Go to the Thawte.com Web site with the following URL.:

http://www.thawte.com/email/index.html and click as shown in the following
screenshot:

[ overview ]

& thawde Personal E-mail certificate allows yvou to secure your e-mail communications
by digitally signing and encrypting vour e-mails... absolutely FREE! Click here to get
yvour personal certificate now!

Why is this a good idea?

This opens a pop-up window with the terms and conditions for the certificate.

Click on next.

Fill out the form on the next page according to the following screenshot and click
on next:

Charset For
Text Input: Use the default for my language |+
Hame And Nationality

Please note that vou need to be 13 vears or alder to enrall in the
personal cert system

Please complete the form below:

Surname or Family Name Hans

First Mames or Given Names |[Schloegl

Date OFf Birth

Flease give vour date of birth,
Tou need to specify the full
vear, including century, For
example, "1973" or "1942",

Day || hdonth w190

Mationality

Linited States hd
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http://www.thawte.com/email/index.html

Fill in your identification details on the next page and don’t forget to put your
name@qatar.tamu.edu email address in the email field. Then click next.

@ e

On the next page with Personal Preferences, click next again.

Personal Preferences

Preferred Language and Charset

To better serve the global marketplace we are in the process of translating

rnuch of our site into moltiple languages, We can automatically detect yvour

language preferences from yvour browser settings, and we can also use

preferences that you set for this system. If you want <o override your browser
. . L

settings, choose from the listboxes below,

For some help with choosing language and charset combinations click here,
This will open a new window, Close the new window to return to this window,

Language Preference: | Lza my browser settings | v

Charset Preference: | Use my browser settings v

On the following page type in a password of you preference twice and click next.

Then type in your telephone number and choose at least five secret questions that
you will be asked in case you forget your password. Then click next again.

B e

This brings you to the confirmation page. Please check all the data that you
provided and then click next again:

B e

This brings you to the end of the application process with the information that an
email is sent to you.

E-Mail Message Sent

Please go to Outlook and retrieve the email from Thawte. You will find a new
mail like the following:

| Thawte Mail Ping *  personal-cert-systemi@thawte,

Open the email and click on the link marked with the green arrow in the following
screenshot. Make sure to open this link with Internet Explorer and no other
browser!
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mailto:name@qatar.tamu.edu

Hi!
Plea=ze use wour browser to go to the following URL:

https: /A fwww. thamte ., comd cgifenroll/personal fstepnd. exe

Onee ywou have connected successfully to the shove address,
vou wust copy and paste the "probhe™ and "ping™ walues bhelow
into the appropriate text hoxes:

Probe: MiwalWCGPrvMFZolnpi
Ping: EeCtFyHtdAiawd ZDxdwlLk 2

This opens the following web page:

Pruh34 I |

Nng:| |

Please copy and past the values for ping and probe from the email into the form of
the web page. And click next. N

nexk

This completes the enrollment for you personal certificate. Please note you
username from Thawte.com and store it in a safe place. Then click next again to
o to your Thawte account home page which looks like this:

thawte [ g 1 1 searcr: I |

it’s a trust thing
home products O partners buy Tenew trials guides support contacts

L
_ %\ personal certificates
N

.\ *
| my account

_ history We are very happy to announce that we have begun the process of allowing our personal certificate users to change their thawte
User ID's from the old CC-WIC-1 format, which is sometimes difficult to remember, to one of your assured email addresses, If you

You can change your thawte ID

- ID info would like change your User IDy, please go here,
- preferences
- change My History
password
_ edit ID info On your history page vou will see a complete list of all the pisces of information vou have ever submitted to hawte, along with the
status, trust levels and assurances made about that infarmation. You can also see all the certificates that have been requested and
- change thawte ID e
| certificates
) my emails My ID Information
] wot console Check your important personal identity information here.

My Preferences

You can set your preferences for & notary, currency, language and charset and set vour five password change questions and
answers,

Change Password

This page allows you to ¢hange the password you use to get into thawde's Personal Certification System, Please note that if you
change it, and cannot remember what you changed it ta, you will be locked out of the system entirely. The passward you use here
is wery important, as it governs your ability to get certificates containing your 1D and cryptographic keys.

Updated 4/15/2007
Page 1 of 9
Using S/IMIME Certificates for Email



From the navigation link on the left side click on certif cellJicates

Next click on “Request a certificate”.

On the “Request a certificate” page click on the X.509 Format Certificate:

X.509 Format Certificates

request

On the new pop-up window “Certificates Available for Request” choose the radio
button for Outlook and click on request:

W

X.509 Format Certificates

For an #.509 certificate, please choose your software from the list
below:

O‘ Metscape Cormmunicator or Messenger

%1 Microsoft Internet Explorer, Dutlook and Qutlook Express

O Lotus Motes RS

'C:' Cperasoftware Browser

O conet SafePassage Web Proxy

request

On the next page click next again.

Then choose your email address and click next one more time ...

...and one more time.

This brings you to the following page where you can click on accept:

Accept Default Extensions

The newest versions of the certificate standard allow you to embed a
series of certificate extensions into your digital certificate, These
extensions will influence how the certificate can be used by applications.
You can safely skip this page by accepting the default extension
configuration,

G .-

Advanced Users: Configure Certificate Extensions

Click "Configure Certificate Extensions" to custornize some of the more
cormmon certificate extensions, Don't choose this aption unless yvaou know
what vou are doing.
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On the following page click on next and a new warning window appears:

Potential Scripting Violation |§|

'E This Web site is requesting a new certificate on yoh:rehalf. Yiou should allow only trusted Web sites to request a certificate for you,
L3

Do you wank to request a certificate now?

Click on yes and the certificate will be automatically imported into Internet
Explorer and Outlook.

Click on finish and you have completed the process of creating a certificate
Install a personal certificate from Thawte.com to Internet Explorer and Outlook.
Login into your Thawte account with the following URL.:

http://www.thawte.com/email/index.html , click on the Login button at the top of
the page and login to your Thawte account.

This will bring you to your account homepage. Click on certificate found on the
left navigation bar |
ad, ceﬂ}cmes

Now click on the “View certificate status” navigation link which will bring you to
a page listing your certificates:

[Iiew certificate status ]

Below is a list of certificates vou have requested, filtered if necessary. You can select a certificate to view more status
details. vou can change the filker on the list of certificates shown below by selecting the relevant certificate status from the
dropdown box below and pressing "Filter”, By default all the certificates vou have ever requested are shown,

All Cerificates Requested v

Type: Status: Date:
MSIE: izsued Thu, 05 May, 2005, 07 22:1 3 GMWT
Request Another

Click on the MSIE link to choose your certificate. Then you will see the
Certificate Summary. At the bottom of this page click on the fetch button.

feteh

And on the next page click on the “Install your cert” button:

[ Install 'our Cert ]

Then a warning window pops up

Potential Scripting Yiolation

1 This Web site is requesting a new certificate on yol.%:ehalf. ‘fou should allow only krusted Web sites ko request a certificate For you,
L] Do you wank ko request a certificate now?
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http://www.thawte.com/email/index.html

crit: Certificate Installation Complete! EJ

Personal Certificate Installed.
See Tools-=Internet Options- =Conkent- =Certificates

(0.4

You can verify the installation of your cert in Internet Explorer under
Tools>Internet Options>Content and click on the Certificates button:

Internet Options ? @

| General || Security || F'rivau:_l.Jl Content | Connectionz || Programsz || .-’-'u:lvanu:eu:l|

Content ddvizor

Ratings help you caontral the Internet content that can be
m viewed on thiz computer.

Certificates
% |Jze certificates to pozitively identify yourzelf, certification
@ authorities, and publishers.
[ Clear S5L State ][ Certificates... H Publizhers... ]

Perzonal infarmation

n, AutoComplete stores previous entries AutoComplete
and zuggests matches Far pau,

Microzoft Profile Assistant stores pour My Profile
perzonal infarmation.

[ ak ][ Cancel ] Apply

This will open the following window listing all you certificates:

Personal | Cither People || Inkermediate Certificakion Authorities || Trusted Rook Cerkificatior & *

Issued To Issued By Expirakio,.. | Friendly Mame
Hans—Ju:uerg Schloegl  WEB.DE TrustCenter ... 4)28/2005 <Mone=
El Thawte Freemail M.,  ThawterSersonal Free.., 1z/512005 “Mone =
El Thawte Freemail M. . Thawte%rsnnal Free... 5/5/2006 <hlone =
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3. Setup Outlook for automatic certificate signatures

Start Outlook and open the Options window with Tools>Options>Security.

=

Options
Preferences | Mail Setup | Mail Format | Speling | Security | Gther | Delegates

Encrypked e-mail
[ |Encrypt contents and attachments For outgaing messages

digital signature to oukgoing messages

Send clear text signed message when sending signed messages
[Jrequest 5/MIME receipt For all 5{MIME signed messages

Default Sething: | My S/MIME Settings (hans.schloe % | | Settings. ..

Security Zones
’ Security zones allow vwou ko customize whether scripts and active

content can be run in HTML messages.,

Zone: | Restricted sites w [ Zone Sektings. ..

Download Pictures

[ Change Automatic Download Settings. .. ]

Digital IDs {Certificates)

Digital IDs or Certificates are documents that allow vwou ko prove your
identity in electronic transactions.

| Publishto GAL... | | Import/Export... | [ Get aDigtalD...

Ok, H Cancel ]

In this window select the digitat signature that is highlighted with the red arrow
and ellipse. Then close the window by clicking the OK button. Every message
that you create and send will be automatically signed with your Thawte personal
certificate. You can verify this in each new message that it shows the highlighted

seal icon.

P Fle Edt Wiew Insert Formab  Tooks  Table  Window  Help Type a question for help = %
§ 1 Attach as Adobe FDF H

ficasend | ) - (38 ) 4 ¢ 8 | ¥ | S 5 ogtions., ~|HTL - [44]84

L Ta... | L\\S

(L8 ce...

Subject:

™= R=1R | o <AL B LU === EE;?;?E
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4. Export a certificate

Start Outlook and open the Options window with Tools-Options-Security and

click the Import/Export button.

r

Options

Preferences | Mail Setup | Mail Format | Speling | Security | Other

Encrypted e-mail
9 i [JEncrypt contents and attachments For oukgoing messages

. L?-li #dd digital signature ko ouktgoing messages

Send clear text signed message when sending signed messages

[Jrequest S{MIME receipt For all SPMIME signed messages

Default Setting: My S{MIME Settings {hans.schloe % | | Settings. ..

Security Zones

9

Security zones allow wou to customize whether scripts and active
conkent can be run in HTML messages.

Delegates

Zong: | G Restricted sites d [ Zone Setkings. ..

Download Pictures

[ Change Automatic Download Settings. .. ]

Digital IDs (Certificates)

\_}5]

identity in electronic transact]

Digital IDs or Certificates are documents that allow wou to prove your

l Publish ko GAL. .. [ Impart/Export... ]

| et a Digital 1D,

][ Cancel ]

Choose the radio button “Export your Digital ID to a file” and click “Select” to

choose which cert to export.

Updated 4/15/2007
Page 1 of 9
Using S/IMIME Certificates for Email



r

Select Certificate k

Seleck the certificate you want ko use,

Issued bo Issued by Intended P...  Friendlv na...  Expiration ...
..... WEE.DE Tr... <al= Mone 0
EdThawte ... ThawtePer... <Al Mone
< =

[ (0] 4 H Cancel ][ Wigw Certificate ]

“View certificate” gives you more details about the selected cert.

After choosing the cert you want to export click OK.

Next click “Browse” to choose the folder where you want to save the cert and
choose a filename and password. Click OK to finish the export.

Save the exported certificate on your H drive to ensure that it is backed up.
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