
Using S/MIME Certificates for Emails 
 
This tutorial will explain how to  

• create a personal certificate using Thawte.com;  
• install a personal certificate from Thawte to Internet Explorer and Outlook;  
• setup Outlook for automatic certificate signature; and export a certificate. 

 
1. Creating a personal certificate with Thawte.com. 
  

Go to the Thawte.com Web site with the following URL: 
http://www.thawte.com/email/index.html and click as shown in the following 
screenshot: 

 
 
 
 
 
 
 
 

This opens a pop-up window with the terms and conditions for the certificate. 
Click on next. 

  
Fill out the form on the next page according to the following screenshot and click 
on next: 
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Fill in your identification details on the next page and don’t forget to put your 
name@qatar.tamu.edu email address in the email field. Then click next. 
 
 
On the next page with Personal Preferences, click next again. 
 

 
 
On the following page type in a password of you preference twice and click next. 
 
 
Then type in your telephone number and choose at least five secret questions that 
you will be asked in case you forget your password. Then click next again. 
 
 
This brings you to the confirmation page. Please check all the data that you 
provided and then click next again. 
 
 
This brings you to the end of the application process with the information that an 
email is sent to you. 
 
 
Please go to Outlook and retrieve the email from Thawte. You will find a new 
mail like the following: 
 
 
 
Open the email and click on the link marked with the green arrow in the following 
screenshot. Make sure to open this link with Internet Explorer and no other 
browser! 
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This opens the following web page: 
 

 
 
Please copy and past the values for ping and probe from the email into the form of 
the web page. And click next. 
 
 
This completes the enrollment for you personal certificate. Please note you 
username from Thawte.com and store it in a safe place. Then click next again to 
go to your Thawte account home page which looks like this: 
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From the navigation link on the left side click on certificates:  
Next click on “Request a certificate”. 
 
On the “Request a certificate” page click on the X.509 Format Certificate: 
 
 
 
 
 
On the new pop-up window “Certificates Available for Request” choose the radio 
button for Outlook and click on request: 

 
 
On the next page click next again. 
 
Then choose your email address and click next one more time … 
 
…and one more time. 
 
This brings you to the following page where you can click on accept: 
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On the following page click on next and a new warning window appears: 

 
 
Click on yes and the certificate will be automatically imported into Internet 
Explorer and Outlook. 
 
Click on finish and you have completed the process of creating a certificate 
 

2. Install a personal certificate from Thawte.com to Internet Explorer and Outlook. 
 
Login into your Thawte account with the following URL: 
http://www.thawte.com/email/index.html , click on the Login button at the top of 
the page and login to your Thawte account. 
 
This will bring you to your account homepage. Click on certificate found on the 
left navigation bar 
 
Now click on the “View certificate status” navigation link which will bring you to 
a page listing your certificates: 

 
  
Click on the MSIE link to choose your certificate. Then you will see the 
Certificate Summary. At the bottom of this page click on the fetch button. 

 
And on the next page click on the “Install your cert” button: 

 
Then a warning window pops up 
 
 
 
Choose yes until you see the following confirmation window: 
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You can verify the installation of your cert in Internet Explorer under 
Tools>Internet Options>Content and click on the Certificates button: 

 
 
This will open the following window listing all you certificates: 
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3. Setup Outlook for automatic certificate signatures 
 

Start Outlook and open the Options window with Tools>Options>Security. 
 

 
 
 
In this window select the digitat signature that is highlighted with the red arrow 
and ellipse. Then close the window by clicking the OK button. Every message 
that you create and send will be automatically signed with your Thawte personal 
certificate. You can verify this in each new message that it shows the highlighted 
seal icon. 
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4. Export a certificate 
 

Start Outlook and open the Options window with Tools-Options-Security and  
click the Import/Export button. 
 

 
 
Choose the radio button “Export your Digital ID to a file” and click “Select” to 
choose which cert to export. 
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“View certificate” gives you more details about the selected cert.  
After choosing the cert you want to export click OK. 
 
Next click “Browse” to choose the folder where you want to save the cert and 
choose a filename and password.  Click OK to finish the export. 
  
Save the exported certificate on your H drive to ensure that it is backed up. 
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